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One of the few highlights in the U.S. economy in 2020 was the 
skyrocketing sales of legal cannabis, with the average store 
revenue increasing by 52% to 130% across the nation1 despite the 

industry’s unsure regulatory footing. Cannabis that is not classified as hemp is still 
outlawed by the Controlled Substances Act2 (CSA), and yet it has been legalized 
in some form (i.e., for medical and/or recreational use) in 45 states and the 
District of Columbia.3 Joe Biden’s victory in the U.S. presidential election could 
mark the needed boost toward national legalization of cannabis. President Biden 
has said he would support deferral decriminalization of the drug.4 Cannabis 
lobbyists in Capitol Hill expect some form of safe banking to pass with a stimulus 
package during the Biden administration. On May 21, 2021, it was reported that 
House Judiciary Committee Chairman Representative Jerrold Nadler (D-NY) 
planned to reintroduce The Marijuana Opportunity, Reinvestment and 
Expungement (MORE) Act as early as the week of May 24, 2021.5 During the 
recent general election, four more states voted to legalize recreational cannabis, 
propelling momentum. In addition, voters in one state backed the creation of a 
medical cannabis program.6 Although these tilt the scale favorably, the Biden 
administration needs to address the current legal stand on cannabis, which 
remains unstable, as evidenced by the Justice Department’s actions.

Under President Obama, the Cole Memo represented a shift in the federal 
government’s approach to deprioritize the use of funds to enforce cannabis 
prohibition under the CSA, and pivoted toward a more laissez-faire, hands-off 
approach while keeping the prohibition intact.7 Early in the Trump administration, 
former U.S. Attorney General Jeff Sessions rescinded the Cole Memo. Yet, the 
Financial Crimes Enforcement Network8 (FinCEN) continues to rely on it for 
guidance, supported by updates to the suspicious activity report (SAR) filing 
process explicitly for banks serving marijuana-related businesses (MRBs) that 
mirrored the eight priority enforcement factors contained in the Cole Memo.9 
Financial institutions (FIs) that may be knowingly or unknowingly dealing with 
cannabis companies must have airtight know your customer (KYC) processes in 
place to withstand regulatory scrutiny and to be positioned for a possible change 
in legal status that could occur in the near future.

Uncertain times call for 
scrutiny of compliance 
programs
Notwithstanding the misaligned legal 
frameworks (state vs. federal), the one 
thing FIs need to be clear on is their risk 
tolerance. On this question, management 
has basically three choices: 1) zero 
tolerance; 2) open to the possibility, 
contingent to federal legalization; or 3) 
open to lending now. In addition, 
management needs to revisit its 
compliance program to ensure it remains 
compliant with federal law today and, 
equally as important, that the KYC 
program is consistent.

Are you exposed?

Irrespective of risk tolerance, proactively 
assessing the compliance program 
minimizes the chances of serving as a 
conduit for illegal activity. It enables 
insight to implement controls tailored to 
the client, geography and product type. It 
also empowers personnel as gatekeepers 
of the firm to detect bad actors 
attempting to infiltrate the firm. 
Stakeholders on the front lines of defense 
should consider the following list of KYC 
elements, where the practice should be 
written into policies and procedures:

• For new clients, was a site visit made 
by the relationship manager? Does 
the manager know what to look for 
to assure compliance?

• Does the documentation align with 
the business (i.e., address, state of 
operations/incorporation, beneficial 
owners/signers)? This includes 
whether the business is running true 
to what was stated in its cannabis 
license application.10

• Are the offered products/services 
clear (e.g., delivery channels, 
markets served, touching the plant 
vs. not)? Are the products being 
tracked and reported to the state 
(i.e., using track and trace systems)?
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• What payment methods are accepted and are they lawful? Are credit card transactions 
being miscoded to hide cannabis sales? Is an offshore FI with a dubious reputation being 
used? Are there sufficiently rigorous and documented cash handling policies and 
procedures?

• Are customers’ identifications rigorously checked to prove the legal age of the buyer?
• Does the business deal with third parties that are vetted? Can it transact business on 

behalf of third parties? If yes, what documentation does it collect from its customer 
base?

• Does the business maintain a website? If not, how does it market its business?
• Were any accounts opened conditionally that have not been satisfied but continue to 

have an active status?
• Did screenings return any potential adverse media? If so, were the proper channels of 

escalations taken to approve account opening?
• For existing clients, was the KYC form reassessed throughout the life of the relationship 

to ensure that all the material information remained accurate and that the client was 
properly risk rated?11

• Have accounts with a nexus to one another been properly identified? If yes, does the 
business structure and type make sense according to what was disclosed during 
account opening?

• For MRB accounts operating in designated states where cannabis is legal, does the 
business activity align with the enterprise risk tolerance and local law12 (e.g., Canada 
permits business dealings with Cuba whereas the U.S. does not)? Have all observations 
been properly documented and has it been ensured that only legitimately sourced funds 
are being deposited into the account and that no intra-account funds transfers between 
different jurisdictions have been allowed?13

• Have dormant accounts with negative or no balances for six months or more been 
revisited and discussed?

• Have noncompliant accounts been flagged and tracked appropriately?
• How does the customer enforce compliance with applicable laws? How do they 

document such?
• Does the KYC program rely heavily on the branch and/or the relationship manager to 

conduct customer onboarding digitally?

It is not uncommon for FIs to get into the habit of modifying the living document, but these fail 
to remove steps that no longer apply to the overall operations. As a best practice, the 
documentation process should capture updates to policies and procedures.

Of course, this becomes even more perplexing to FIs that find themselves in states where 
cannabis has been legalized for either medicinal or recreational use. With $12.2 billion in 
revenue generated in the U.S. in 2019,14 MRBs have become increasingly more enticing 
financially across states that have enabled their operations, while FIs are left considering 
where they stand from a risk tolerance optic.

You discovered you are lending to an MRB, now what?

First things first: address the risk. Appropriate controls of the firm’s risk exposure to an MRB 
are critical to ensure that the compliance program accounts for the inherent and residual risk 
to its product, geography and customer demographics. An FI may have initially opted to do 
business with that entity without knowing it was an MRB but after proper identification and 
further assessment of third-party exposure, coupled with insight to markets served indirectly, 
it may reconsider closing the account. The following are critical factors to assess:

• Ensure that the client aligns with the established risk tolerance and board directives.
• Assess what suite of services are extended to this MRB and whether sufficient controls 

are in place.

• From a document retention optic, 
ensure that all required paperwork is 
on file.

• Confirm that policies and proce-
dures reflect this client type.

• Review the current SAR filing 
obligations and its process. For an 
MRB banking client, a SAR must be 
filed every 90 days.

• Calibrate the existing surveillance 
monitoring platform to include this 
client type.

• Assess whether any prior alert or 
investigation was flagged by 
surveillance systems. If yes, what 
steps/decisions were reached and 
was the action warranted?

Whether an FI inherited a deficient 
program, has been busy trying to 
enhance the existing one or lacks the 
budget to address vulnerabilities, 
regulatory expectations do not change. 
Understanding how deep into the weeds 
the firm is (pun intended) can be the 
difference between continued operations 
and a sanctioned program.
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A key point to consider is the fact that the 
CSA is not extraterritorial.15 This means 
that if the activity is legal in the country in 
which it is taking place, then any 
proceeds from that activity generally 
would not be illegal under U.S. anti-money 
laundering laws. This poses a significant 
risk to U.S.-based FIs that potentially 
house a client involved in non-U.S. 
cannabis-related business abroad and 
heightens the onus on domestic FIs to 
know who they conduct business with, 
directly and indirectly, as mandated by 
the USA PATRIOT Act.

Failure to do so not only exposes the FIs 
to financial and accounting risks16 but also 
to the following legal, compliance and 
operational outcomes:

• Doing business with front or shell 
companies whose true identities 
and activities are unknown

• Loss of bank charter/license for 
violation of federal law

• Increased regulatory scrutiny and 
potential monetary fines17 and/or 
branch closures

• Legal liabilities due to deposits 
transferred to other FIs

• Holding/freezing deposits derived from potentially illegitimate activity
• Loss of Federal Deposit Insurance Corporation (FDIC) coverage as a result of illegal 

activity
• Facilitating transactions for non-U.S.-related entities in jurisdictions where cannabis is 

illegal
• Improper classification of clients involved with hemp and insufficient understanding of 

their products
• Increased susceptibility to robberies, kidnappings and cyberattacks
• Stock devaluation and/or reputational damage

Local businesses disguising their true operations also represent a KYC risk. Failure to identify 
them can bring into question the integrity of the surveillance program of the FI and ultimately, 
its data infrastructure.

A gap has been identified in KYC while rendering services to an MRB, 
what is next?

It is critical that the transaction monitoring program in place ties back to the composition of 
the firm’s client base. Cannabis companies that operate in multiple states (known as multi-
state operators) can further complicate this surveillance. The Schedule I classification under 
the CSA strictly prohibits any FI from knowingly conducting a financial transaction involving 
the proceeds of a specified unlawful activity (even if the activity occurred in the state where it 
is deemed legal). Intentionally looking the other way on any finding can still hold an FI liable 
under “willful blindness.” Unfortunately, being intentionally deceived in facilitating financial 
transactions for a client is not a defense against liability, as this only redirects the focus onto 
the firm’s KYC and customer due diligence (CDD) programs. Regulators will not forgive a lax 
compliance program that failed to identify such a business, which by default, adds exposure 
to the firm and its client base in terms of financial liability.

The following are potential red flags to consider:

• A complex corporate structure often with a generic-sounding parent company listed in 
Delaware or other states where beneficial ownership is not listed

• Excessive cash deposits or withdrawals within a short period of time
• Third-party cash deposits with no apparent nexus to the account holder
• Payroll-related transactions that appear unusual due to the timing and/or amount, given 

the known number of employees
• Significantly more revenue received into the account than what was disclosed at client 

onboarding or on its KYC form
• Transactions involving companies related to hydroponics or other plant cultivation 

activity when the focus is not involved in a related business
• Activity for client type is significantly distinct from that of another client in the same 

industry and/or jurisdiction
• Multiple accounts maintained by a new or existing client where operations in a state that 

legalized cannabis use reflect in many cash deposits
• Incoming or outgoing funds transfers involving other MRBs
• Revamping of surveillance rules to ensure monitoring is inclusive of MRBs and/or is 

involved in hemp

Conclusion
The cannabis industry is far from mature. Its legal gray area between the state and federal 
level makes it a challenge to bank. As of December 31, 2020, FinCEN had received a total of 
170,975 SARs using key phrases associated with MRBs.18 FIs may be submitting defensive 
filings19 to avoid banking violations that may result from an exposed relationship prior to a full 
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vetting of financial transactions that may 
prove helpful to law enforcement. 
Currently, the consequences appear to 
outweigh the rewards. FIs that take up 
this challenge must have a sound KYC 
program that not only demonstrates 
readiness to mitigate unwarranted risk 
against MRBs, but also puts in place the 
infrastructure needed to satisfy a new 
risk appetite without delay should the 
federal government legalize cannabis.

An enhanced compliance program 
signals tone from the top. Are there  
open lines of communication with 
management and ultimately the board  
of directors? It is important that the 
compliance program’s policies and 
procedures reflect a level of trans-
parency to the firm’s governing authority. 
A well-run program that carefully 
evaluates its risk tolerance and has a 
sound process to develop new product 
offerings and controls to monitor those 
services stands a far greater chance at a 
favorable examination result than one 
that does not. 
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