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New Zealand’s data breach laws
have international implications

From 1 December 2020, New Zealand’s mandatory data breach notification laws take effect.
If your organisation carries on business or is based in New Zealand, and you experience a
data breach, you may be required to notify the regulator and affected individuals. If you don’t
comply, you may face fines or other regulator action.
This is a brief snapshot of how you determine if you need to notify.
You are based in/carry on business in NZ and have collected
personal information in NZ, and a privacy breach is
suspected or has occurred.

Does the incident involve ‘personal information’?

NO

YES

Has the harm already occurred OR is the risk ‘likely’?

NO

YES

Is the harm or potential harm ‘serious’?

KEY TERMS
What is a ‘privacy breach’?
A privacy breach (commonly called a ‘data breach’) is
the unauthorised or accidental access to, or disclosure,
alteration, loss or destruction of personal information held
by an ‘agency’ - any organisation or business, whether
in the public sector or private sector. This includes
government departments, companies and businesses,
social clubs and other types of organisations.
A privacy breach also occurs when any action prevents a
person from accessing their personal information that is
held by an agency – for example, ransomware or denial of
service attacks - s112 Privacy Act 2020.

What is ‘personal information’?
Personal information is “information about an identifiable
individual” – s7 Privacy Act 2020.

NO

YES

NOTIFICATION NOT
REQUIRED

NOTIFY PRIVACY
COMMISSIONER AND
AFFECTED INDIVIDUALS

You may still wish to notify
affected individuals if there
is a risk or harm to them
(even if it is not a ‘likely’
or ‘serious’ risk) to help
manage security risks and
customer relationships.

Notify the NZ Privacy
Commissioner and affected
individuals as soon as
practicable. (see s118, 119
Privacy Act 2020).
You can notify the Office of the
Privacy Commissioner using
their NotifyUs online form.

The information does not need to name someone
specifically to be personal, if they are identifiable in other
ways, for example, through their home address.
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How to assess ‘likely risk of serious harm’?
When assessing the likelihood and severity of the privacy
breach, you must consider:
— if you have been able to take action to reduce the risk
of harm following the breach (for example, whether
the personal information has been recovered, or if user
account passwords have been reissued)
— if the personal information is sensitive in nature
(for example, health or genetic information, unique
identifiers like a passport or driver’s licence, or credit
card and account numbers)
— what kind of harm may be caused to affected
individuals (for example, discrimination, emotional,
employment, financial, physical or reputational harms,
loss of access or opportunity, increased risk of identity
theft)
— who has obtained or may obtain personal information
as a result of the breach (if known – for example, if
personal information has been accessed by criminal
actors)
— if the personal information is protected by a security
measure (such as encryption).
(s113 Privacy Act 2020)

We can help you improve your data
breach readiness, or support you in
managing a data breach.
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